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RISK MANAGEMENT OF INNOVATION ACTIVITIES
IN THE DIGITAL ECOSYSTEM

Abstract. The Purpose of the Study is to elaborate the content of the research
categories in the field of innovation ecosystem development, to identify the features of
creating network ecosystems according to various possible classification criteria, to form
directions and models of risk-oriented management and digital adaptation for innovative
ecosystems, and to outline the prospects for managing the risks of innovative activities of
the digital ecosystem. The Research Methodology.is based on the existing theoretical
results in the field of innovation management, risk management, and areas of digital
transformation of ecosystems. The study uses a dialectical approach, system analysis,
methods of strategic management, and modeling. The scientific Novelty lies in the
formation of a model of risk management in the innovation ecosystem, which includes
procedures for strategic analysis and strategic management, is the basis for the
innovative development of the organization and is aimed at preventing risks and
minimizing losses associated with the use of innovations. The Conclusions. Innovation
ecosystems are self-organized structures that have stable relationships between
individual participants, aimed at forming a flexible, adaptive environment. The
innovative development of ecosystems facilitates the process from the birth of an idea to
the development, commercialization, implementation, and support of various types of
innovations. The study of the architecture of innovation ecosystems and key participants
in different network systems confirms species diversity, differences in coverage, and
interaction models. Identification of innovation ecosystems using a risk-based approach
ensures the continuity of the processes of identifying existing risks, and their mitigation
through the involvement of strategic management, and the use of monitoring tools,
allowing updating the ecosystem architecture, identifying weaknesses, and implementing

ISSN 2824-1843 (Online), ISSN 2824-8074 (Print) 25


mailto:bliznukoksanap@gmail.com

Oleksandra MANDYCH et al.

updated and improved models. The creation of adapted models for ecosystems in the
context of digital adaptation outlines the prospects for the development of innovative
digital ecosystems to the basic strategies of market behavior based on risk-oriented
management.

Keywords: innovation development, ecosystem, risk management, digital
transformation, strategic management, adaptation, market activity.

Mema oOocnidycenna noaseac 8 ONPAYIOBAHHI 3MICMOBHO20 HANOBHEHHS
Kamezopiti 0OCNIONCEHHsl 8 NJIOWUHI THHOBAYINIHO20 PO3GUMKY €KOCUCMEM, GUSIGICHHI
ocobnugocmetl  CMBOPEHHA — MepedcegUx — eKoCUcmeMm 3a  DISHUMU — MONCTUBUMU
Kiacupikayiinumu o3HaKamu, OpMyEaHui HANpaAMie i Mooenell pUsUuUK OpPIEHNMOBAHO2O
YIPAeninH ma yugposoi adanmayii Onis iKHOBAYIIHUX eKOCUCEM, A MAKONC OKPECIEHHI
nepcnekmué YNpaeiiHHae pPUsUKAMU [HHO8AYIUHOI OistbHOCMI yughpoeoi exocucmemu.
Memooonozia 00cnioNicenna pyHmMyemvbCs HA ICHYIOUUX MeopemUudHUX pe3yabmamax y
cepi  ynpasninma  iHHOBAYIAMU, PUSUK-MEHEONHCMEHMY MA HANPAMIE YUPposoi
mpancgopmayii exocucmem. Y npoyeci 0ocniodicenHs SUKOPpUCMAHO OlaneKMudHull
nioxio, CcucmeMHUil aHAN3, Memoou CMpAMeiuHo20 YAPAGIIHHS, MOOEN08AHHS.
Haykoea nosusna nonszac y gopmysanti mooeni ynpasiintsa pusukamu 8 iHHO8ayilHitl
exocucmemi, AKa BKIOYAE NPOYeoypu CMpameiuHo20 auanizy ma cmpameiunozo
YNpAaeninHa, € 0a3uUcoM IHHOBAYINIHO20 PO3GUMKY Op2aHi3ayii ma cnpamosyEmvcsa Ha
3anobieanHs puzuKie I MIHIMI3ayilo empam, NO6'A3aHUX I3 BUKOPUCMAHHAM HOBAYIll.
Bucnosku. Innosayiiini exocucmemu € camoopeanizoeanumy CmpyKmypami, o mMaomo
CMIIKi  63A€EMO368'A3KU  MIdIC OKpeMUMU YUACHUKAMU, CHPAMOBAHI HA (DOPMYBaHHSA
2HYUKO020, A0ANMUBHO20 cepedosuwyd. [HHOBaYIIHUL DO3GUMOK eKOCUCmeEM CHpUAE
peanizayii npoyecy 6i0 HapoOicenns ioei 0o po3pobru, Komepyianizayii, 6npoeaodNcenHs
ma cynpogooy pisHux 6udie iHnogayiil. [locnidocenns apximexmypu iHHO8AYIUHUX
eKocucmem mMa OCHOBHUX YYACHUKIG 6 PI3HUX MEpedCcesux Cucmemax niomeepoicye
8U1008Y PIZHOMAHIMHICMb, PO3OINCHOCMI Y NIOWUHI OXONNEeHHA ma Mooenel 63AEMOOII.
loenmudhixayis iHHOGAYINIHUX eKOcUCmeM 3 BUKOPUCHAHHAM PU3UK OPIEHMOBAHO2O0
nioxody 3abesneuye Oe3NepPePEHICMb NPOYECi6 GUBHAYECHHA HAAGHUX PUUKIG, IX
HiBeNo8aNHA 3d OONOMO20I0 3ANVYEHHSA CMpameziyno20 YNpasiinus, a makodc yepes
3anyYeHHs MOMIMOPUHSOBUX [HCIMPYMEHMIE O00360JA€ OHOGNIOBAMU  APXIMEKMypy
exocucmemu, BUABTAMU CIAAOKI NO3Uyii ma iMnIeMeHmyeamu OHO6LEHi NOKpaujeHi
mooeni. CmeopeHHs adanmogaHux mooerel 01 eKOCUCHeM 6 YMO8ax Yupposoi
adanmayii OKpecaroms NePCReKmusU PO36UMKY IHHOBAYIHUX YUDPOBUX eKocucmem 00
basosux cmpameziii punKO80i N0BEOIHKU HA 3ACa0ax PU3UK OPiEHMOBANO20 YNPABTIHHAL.

Knrouosi cnoea: innosayiiinuii po36umox, exocucmema, YNPAeiiHHA DUSUKAMU,
yugposa mpancgopmayis, cmpameziune Ynpaeiinms, a0anmayis, pUHKO8a aAKMUGHICMb.

The Problem Statement. An important factor in innovative
development is the transformation of science and technology. This is
accompanied by several challenges that generate risks. Their complexity
and scale go beyond simple resolution and elimination. Risks are
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becoming a significant obstacle to long-term innovation development.
They can lead to the devaluation of domestic investment in science and
technology. They can also reduce a country's global competitiveness. At
the same time, risks are threats and challenges to digital ecosystem
factors and the emergence of new opportunities and prospects for
breakthrough innovation development.

With the development of the digital economy, many countries have
developed digital strategies and action plans. They are aimed at realizing
development opportunities. This development focuses on using digital
end-to-end technologies, such as artificial intelligence technologies, big
data analysis and storage, distributed ledger or the Internet of Things, and
managing risks associated with digital transformation. In the context of
creating competitive developments in the global market, it is necessary to
develop a comprehensive and holistic approach in Ukraine, which would
ensure risk management of the innovation activities of the digital
ecosystem.

The Analysis of Sources and Recent Research. Currently, there is
a significant amount of research devoted to the study of risks. Many
theoretical and practical issues of risk management were solved in the
works of domestic scientists: Gerasimenko O., Zachosova N.
(Herasymenko & Zachosova, 2019), Vasilyshyn S. (Vasylishyn, 2019),
Zanora V. (Zanora, Zachosova, 2020), Belyachenko V., Bobrov S.,
Utyushev M. (Belyachenko et al.,2020), Bondarenko S., Bodenchuk L.,
Krynytska O. (Bondarenko et al., 2019) and others, as well as some
foreign scientists: Shakya S., Smys S. (Shakya & Smys, 2021), Durst S.,
Hinteregger C., Zieba M. (Durst et al., (2019).) and others.

The theoretical aspects of the risk management of innovative
activities were formed by scientists in the works: Sakevych L.
(Sakevych, 2018), MandiathraP., Duffield C., Razelan, Ismail
(Mandiartha et al.,, 2017), Babenko T. (Babenko, 2012), StoneJ.,
Keating N. (Stone & Keating, 2010), Kadareja A. (Kadareja, 2023),
Starostina A., Kravchenko V. (Starostina & Kravchenko, 2018),
Bugas V., Stepanova l., Skrypka A. (Buhas et al., 2019), Parizkyi I.
(Paryzkyi, 2017), Chelovan S. (Chelovan, 2020) and others. The works
of scientists are devoted to the study of the development of innovative
ecosystems: Moore J. (Moore, 1993), Granstrand O. (Granstrand, 2000),
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Bramwell A. (Bramwell et al.,, 2012), Fedulova L., Marchenko O.
(Fedulova & Marchenko, 2015), Adner R. (Adner, 2006) , Jackson D.
(Jackson, 2011) and others.

A significant amount of research in the late 20th century was
devoted to the study of systemic properties of innovation. However, these
studies presented innovation systems, both at the national and regional
levels, as static structures. Such structures were created on a top-down
basis, and their object composition and even economic relations were
built depending on the regulatory influence of the state (Malerba et al.,
2004).

In more recent studies, innovation ecosystems have acquired the
properties of dynamism and flexibility, as well as the ability to self-
organize, which are considered necessary qualities for the
implementation of modern innovations.

However, the formation of the conceptual framework for the
development of innovation ecosystems in their economic perception is
associated with the persistence of differences in views on the
combination of the terminology "eco" and "system". Some authors
believe that the innovation ecosystem is an analogy that is inappropriate
to use in comparison with natural ecosystems.

The term “ecosystem” was first used in an article for the Harvard
Business Review by J. Moore in the 1990s. J. Moore argued that
companies do not develop in a “vacuum®, and proposed a term that, in
his opinion, defines the environment in which companies interact with
suppliers, customers, investors, and financial institutions (Moore, 1993).
The essence of the corporate innovation ecosystem as an economic
category has many interpretations in the world of scientific literature. For
example, Granstrand O. defines the corporate innovation ecosystem as a
set of actors, resources, and institutions, as well as cause-and-effect
relationships that play an important role in the innovative productivity of
corporations (Granstrand, 2000).

According to Bramwell A., the innovation ecosystem is a dynamic
set of organizations and institutions, a mobile set of multidimensional
internal relations (Bramwell et al., 2012).

Fedulova L. and Marchenko O. in their work define the innovation
ecosystem as a set of organizational, structural, and functional
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institutions and their interrelationships involved in the process of creating
and applying scientific knowledge and technologies. It determines the
legal, economic, organizational, and social conditions of the innovation
process and ensures the development of innovation activities at the
enterprise level, as well as at the level of the region and the country as a
whole on the principles of self-organization (Fedulova &
Marchenko, 2015).

Ander R. y describes innovation ecosystems as forms of cooperation
in which companies combine their offers into integrated solutions ready
to satisfy the consumer (Adner, 2006).

According to Jackson, an innovation ecosystem is a complex
relationship formed between entities or organizations whose functional
purpose is to promote technology and innovation (Jackson, 2011).

Research by some scholars has revealed a wide range of related
terms used in the economic literature to describe network interactions in
the innovation environment. These include business ecosystems,
software ecosystems, digital business ecosystems, entrepreneurial
ecosystems, knowledge ecosystems, and even startup ecosystems. This
fact confirms that in modern economic science, there is no single
approach to the content of the category “innovation ecosystem”.

The systematization of the works of these scholars and researchers
has revealed the need to clarify the theoretical and methodological
provisions that reveal the features and prospects of risk management of
innovation activities of the digital ecosystem.

The Purpose of the Article is to elaborate on the content of the key
categories of research in the field of innovation ecosystem development,
to identify the features of creating network ecosystems according to
various possible classification criteria, to form directions and models of
risk-oriented management and digital adaptation for innovative
ecosystems, and to outline the prospects for risk management of
innovation activities of a digital ecosystem.

The Research Methods. The theoretical and methodological basis of
the study is the works of domestic and foreign scientists on the problems
of risk management of innovative development and digital
transformation. The research methodology is based on the existing
theoretical results in the field of innovation management, risk
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management, and areas of digital transformation of ecosystems. The
study used a dialectical approach, system analysis, and modeling. system
analysis, methods of strategic management, and modeling.

The methods used are based on the existing scientific results of
scientists in the field of theoretical substantiation and content of the
categories of innovative development, functioning of ecosystems in
different conditions, generalization of approaches to the formation of
innovative ecosystems, as well as the formation of procedures, grouping
by various classification criteria, development of risk management
models and search for development prospects in the context of digital
adaptation.

The Main Material Statement. The idea of economic system
transformation is based on the influence of technical and technological
factors. It developed in the industrial era and has been described and
studied by many domestic and foreign scholars.

It is most appropriate to define an innovation ecosystem as a self-
organized structure. This structure has stable links between its
participants and is aimed at creating a flexible, adaptive environment that
facilitates the process from the inception of an idea to its development,
commercialization, implementation, and support.

This definition makes it possible to present the innovation
ecosystem in terms of the network aspect of its development. The
complexity of global economic relations, the nonlinearity of economic
development, and structural shifts make it necessary to study the
principles of modern organizational culture from the perspective of a
network approach. Responding rapidly to environmental factors, modern
ecosystems complicate the mechanisms of their organization, becoming
more flexible and adaptive.

Therefore, the ecosystem forms cooperation, connections between
environmental agents, critical and creative thinking, flexibility, and
diversity (Fig. 1).
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cooperation

connections between

variety environmental agents
Ecosystem
critical and
flexibility creative
thinking

Figure 1. Properties of the innovation ecosystem

The species diversity of ecosystems is related to the fact that they
can have a different number of participants, the scale of coverage,
architecture, and models of cooperation. An innovation ecosystem can be
global or transnational, in the form of a national networking community
or a regional innovation center, or a local highly specialized community
of innovators. Their growing prevalence is explained by the fact that
innovative products and technologies will be created jointly through
networking, forming relatively sustainable ecosystems (Fedulova &
Marchenko, 2015; Adner, 2006). An important property of an innovation
system is its self-organization. This property is another reason to
compare it to an ecological, natural system. The need for it arises from
the participants' shared vision of the results of the process, as well as
their common desire to implement business ideas.

The innovative nature of the modern networked economic system is
associated with the non-linear nature of its development, which is
another argument that allows us to add the prefix “eco” to such a system.
Innovation ecosystems are complex and dynamically developing
structures, and therefore they are characterized by flexibility, self-
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organization, and adaptation.

High-tech companies such as Apple, Ford, and Intel are considered
leaders in the development of innovation ecosystems. They invest in their
ecosystems, contributing to the development of faster, more creative,
innovative skills among other system participants (suppliers, customers).
However, ecosystem strategies are also being actively applied in
industries such as financial services, trade, and logistics.

Innovation ecosystems allow firms to create value that no single
firm could have created on its own. In general, the architecture of an
innovation ecosystem includes corporate partners, research institutes, and
leading universities, as well as specialized government agencies. A core
company that plays a central role in innovation is valued by the rest of
the ecosystem, serving as the nucleus. Other actors forming the periphery
can leverage the capabilities of the ecosystem. For example, these may
be services, tools, or technologies to improve their innovation
performance and also to add value to the ecosystem by providing new
applications and complementary products (Fig. 2). In this context, the
network of customers, suppliers, intermediaries, financial institutions,
research institutes, universities, and even competitors constitute the
innovation ecosystem that supports the innovation activities of the central
innovation enterprise.

Customers

Competitors Suppliers

Innovative
enterprise

esearc —
institutes, |nterrgsed|ar|
universities
Financial
institutions

Figure 2. Scheme of the innovation ecosystem
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Most researchers believe that innovation ecosystems emerge or are
created around a central hub. Key players can be connected either by a
technological platform or a set of social or economic conditions.

The rapid development of digital technologies has led to the
emergence of a new form of networking - digital platforms. Platforms
create value by coordinating transactions between groups of consumers
whose interaction would not be possible without the existence of a digital
platform.

As a networked form of business organization, a digital platform
has a much larger scale and brings together a huge number of
participants, which allows it to meet the wishes and needs of customers.
The specifics of a platform such as Alibaba allow for online sales in a
low-trust environment, allowing the buyer to make deferred payments.
Digital business rules embedded in platforms create obligations for
participants, the violation of which may be accompanied by sanctions.

An innovation platform accumulates innovative resources, including
technological, information, financial resources, and specific services in
the areas of law, marketing, and distribution channels. The platform
serves as a link between core businesses and research and innovation
firms.

The business strategy of a platform differs from the traditional rules
adopted in an industrial economy. The costs of developing the platform
and software are fixed costs. As the platform's content is promoted and
user groups are formed, the marginal cost of adding new members
decreases significantly. Therefore, the economies of scale and the speed
of platform expansion are important. This encourages market participants
to aggressively capture the market, sometimes at a considerable cost,
when prices for services are set below the cost of production.

Researchers in this area argue that platforms can connect networks
and coordinate users not only as consumers but also as suppliers, thereby
helping businesses achieve network economies of scale and
combinatorial innovation. Significant value can be added through cheap
and fast combinations of existing basic elements. An example of this is
the Google Play Store and Apple App Store platforms.

Innovations vary in nature, scale, or degree of novelty. Companies
take risks associated with developing and commercializing new products
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and technologies. The ability to identify risks and control their possible
occurrence is considered important in the implementation of innovation
activities. To survive, modern companies must innovate at a pace that
exceeds the capabilities of their competitors, which means that the level
of risk is increasing.

Considerable attention is paid to the study of the category of
economic risks. Risk in the general sense means the probability of an
uncertain event and its consequences.

Any factor that affects the company's operations may be a source of
risk. Risk arises when there is an uncertain and significant impact on the
organization's performance.

The implementation of the risk management strategy of the
innovation ecosystem participants is seen in the implementation of two
groups of measures. The first group of measures - risk assessment -
involves actions related to the identification and analysis of risk sources,
their localization, and prospects for spread. The second group of
measures is directly related to making management decisions to reduce
risks to an acceptable level or eliminate them.

A study of sources on risk management has revealed that there is no
established classification of risks. However, risks can be conditionally
grouped into blocks:

— information (threats: cyber threats, threats with violation of
information availability, threats with violation of information integrity,
threats with complex impact on information, unauthorized access,
disruption of logistics, violation of information confidentiality,
unauthorized sending of data on behalf of another user) information
leakage, malware, deficiencies in software development, errors in
software configuration, the unauthorized introduction of malware,
unintentional actions of employees, and

— financial and economic (threats: bankruptcy of the entity,
financial instability of the national economy, economic crisis, investment
threats): currency risks, risk of financial imbalance of development,
financial losses in the course of investment activities, untimely
completion of design and construction works, loss of investment
attractiveness of the project due to a possible decrease in its efficiency;

— production and technological (threats: industrial espionage,
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dependence on imported equipment, underdeveloped infrastructure, the
emergence of innovative technologies): deliberate actions that undermine
the technological potential of the enterprise, errors and violations of
technological discipline, obsolescence of the technologies used as a result
of the emergence of new technologies;

— environmental (threats: natural disasters, natural force majeure):
losses due to high levels of environmental fines and payments, loss of
profits due to natural disasters;

— marketing (market) (threats: economic crisis, inflation, increase in
energy prices): weakening of competitive positions, low ability to
withstand competitive pressure, reduced adaptability of the company to
changes in the market, lagging behind market requirements;

— political and legal (threats: changes in the legal framework,
corruption): low legal protection of the company's interests, violation of
the rights of the company and its employees, violation of patent law,
risks associated with instability of the government (Durst et al., 2019;
Stone & Keating, 2010; Kadareja, 2023) and others.

The classification of risks in the ecosystem should be considered at
four levels:

— at the level of participants,

- micro-,

— meso-,

—macro levels.

Risks can be social, demographic, geopolitical, economic, financial,
information, technological, and organizational, occur at all levels of the
ecosystem, and pose varying degrees of threat to the target attitudes of
participants and the sustainability of the ecosystem (Shakya & Smys,
2021; Starostina & Kravchenko, 2018; Babenko, 2012) and others.

These macro-level risks may arise as a result of global crises, such
as trade wars, biological weapons, etc. The risk of political information
isolation implies closing the national market to external cooperation,
complicating interaction with  foreign  investors, developers,
entrepreneurs, and the use of information.

Risks arising at the meso-level are industry-specific: agricultural,
industrial, service sector risks, etc. Sectoral risks are driven by the stages
of the industry's life cycle, the quantity, and quality of resources, the
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degree of competition and concentration of production, the tax
regime, etc.

The interaction of ecosystem actors includes economic security
risks at the micro and macro levels. At the initial stage of ecosystem
formation, the most destructive risk is the one associated with the
problem of finding areas of common interest (selection of a pacesetter,
partners), which jeopardizes the possibility of project implementation.

At the stage of defining roles and coordinating project work within
the ecosystem, there are risks associated with psychological conflicts
based on a lack of coherence. There is also a risk of unscrupulous
behavior by a participant who may participate in the ecosystem to secure
their interests. Over time, this can reduce the effectiveness of the
relationship or lead to its breakdown.

Investment risks mean lost profits due to failure to receive the
expected return on investment and loss of invested capital. Monopoly
risks arise when one entity has a monopoly on a resource and, as a result,
sets high prices that may be unfavorable to other entities.

Monopolistic risks relate to the actions of entities aimed at setting,
as a rule, high prices to achieve their benefit, as they are a source of
unigue resources.

Behavioral risks are related to the typology of relationships
established between partners as a result of the interaction. Identification
includes, in particular, assessing the risks of transferring key
competencies, such as intellectual property rights, to other parties to the
cooperation.

In some projects, integration risks may arise when actors are
included in the value chain. This risk is associated with the likelihood
and consequences of ecosystem participants failing to fulfill their
functional responsibilities on time or in full, which will subsequently
lead to disruptions in the work of other participants in the supply chain.

A participant's exit can stop or slow down the process of project
implementation in the digital ecosystem. It depends on the factor - which
participant left the ecosystem for one reason or another.

If a participant that is a source of unique resources and knowledge
has left the ecosystem, this will be a problem (threat) for other ecosystem
businesses.
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Risks arise at the level of participants that threaten the stability of
the enterprise's economic security system. During the interaction between
participants for the implementation of the project, a situation may arise
such as “luring employees” from other participants — the risk of
“headhunting”, which may subsequently violate the trusting relationship
between ecosystem participants. The risk of information leakage is the
unauthorized transfer of confidential information, which can be
intentional or accidental. Any information stored on the company's
servers has its value.

In the context of digitalization, the key issue is the security of
information data and the lack of qualified management personnel (in
planning, and implementing innovations, and the lack of a digital
strategy). This leads to other threats to economic security that determine
the stable functioning of an entity — production, finances, and
information. The most common risks include any complexity of the
participant's activities in the process of planning, implementation, and
realization. Production and technological risks should be singled out
separately, as they are key to the participant's functioning. Risks
associated with problems in the production cycle include accidents,
equipment breakdowns, depreciation of fixed assets, and technical safety
violations due to a lack of qualified engineers and technologists. The
participant's production, social, and information risks are most closely
interrelated. For example, improper equipment settings can lead to a
deterioration in product performance, ultimately negatively impacting
demand and the company's reputation (Paryzkyi, 2017; Belyachenko et
al., 2020; Vasylishyn, 2019) and others.

Scientists unanimously agree that effective management is essential
to protect businesses from risks.

Risks and innovations are closely linked both analytically and
empirically. At the same time, risk management is an ongoing process of
dealing with the possibility and consequences of losses. Risk
management is often described as a logical, continuous process divided
into three stages: identifying risks, selecting an appropriate risk response
strategy, and monitoring results.

It is proposed to manage risks in the innovation ecosystem
according to the following model (Fig. 3).
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A technological risk management strategy is a system of influences
built on the goals of an organization's innovative development, aimed at
preventing risks and minimizing losses associated with the use of
technological innovations.

The application of the proposed risk management model allows an
innovative organization to take into account the risks that are significant
for it. It also allows for predicting their possible occurrence in the future
and promptly making management decisions to eliminate the impact of
internal and external factors on innovation development.

Management methods can be structured into methods of direct and
indirect influence. While direct influence is the direct participation in the
process of eliminating or minimizing the consequences of emerging
crises, indirect influence is aimed at eliminating the preconditions for
risks.

Monitorin
the results

Development of a
risk-adapted
response strategy

Figure 3. Model of risk management in the Innovation ecosystem
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A central part of the risk management strategy is to determine the
methods of risk management. Risk management is based on the use of
the following strategies: risk reduction, risk distribution/transfer, risk
prevention, and risk retention (Fig. 4).

Risk
reduction
strategy

Prevention
strategy

A strategy for
allocating or Retention
preventing strategy
risks

Figure 4. Risk management strategies in the digital ecosystem

Risk reduction involves actions that reduce either the probability of
a certain event occurring or the severity of its impact. Since
interdependence risk refers to the probability that economic entities will
be able to fulfill their obligations, measures to reduce the probability of
these risks include efforts aimed at improving cooperation between
economic entities.
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One of the ways to overcome the risks faced by independent
enterprises is to maintain a high level of flexibility in the implementation
of innovative activities. Orientation to the future in the context of this
factor is not considered a quick adaptation but an active desire for a
possible future. The scanning of market opportunities is connected with
the purposeful achievement of progress in the development of the
company, the constant search for opportunities, and the readiness to
change directions of activity taking into account market impulses. Instead
of trying to reduce the risks of the chosen path, the innovator constantly
explores different possibilities and develops some alternative paths.
Thanks to active management and research of possible ways of
development, the innovation process acquires leverage for the future.
This process is associated with a locally oriented and adaptive view of
risk, innovation, and the future. From this point of view, the innovator
realizes that the existing evolution of the enterprise is only one of many
ways in which this process can develop. And since the enterprise is
oriented towards a flexible choice from many possible alternative options
for the future, it is always ready to move quickly, choosing the
appropriate direction, guided by internal preferences or external
requirements.

From the point of view of the impact on innovation risk, the factor
of creating and maintaining autonomy allows for solving the innovation
dilemma. Research shows that too much or too little freedom tends to
stifle innovation. Although companies are formally independent, they are
usually under constant pressure from multiple stakeholders such as
venture capitalists, owners, partners, and customers. Some innovators
tend to actively look for a field in which they will have the opportunity to
develop the enterprise according to their wishes (needs, ambitions). Such
reliance on one's strength and resistance to external pressure can be
considered a manifestation of entrepreneurial reflection. The above lays
the foundations for risk assessment not only as an objective category that
constantly exists in connection with the implementation of the innovation
process. The conducted research allows us to approach the meaningful
conceptualization of risks from the standpoint of their awareness by
innovators.

In the digital ecosystem, it is important to understand and
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simultaneously combine competitive and risk management strategies
(Popelo et al., 2021; Tajudeen et al.. 2022; Brynjolfsson et al., 2021). The
synergy of the defined models of strategic management and digital
transformation is a key factor in the development of ecosystems and will
allow us to fully level existing risks in conditions of uncertainty (Nandal
et al., 2021; Skare & Soriano, 2021).

In the conditions of digitization, the key issue is the security of
information data and threats to economic security.

The Conclusions. One of the trends in the modern development of
the world economy is the deployment of globalization processes, while at
the same time, innovative ecosystems are spreading in the global space.
This allows more effective use of scientific, educational, and production
potential by establishing an exchange of information, developments,
technologies, and implementation of joint scientific projects and research.

Innovative ecosystems should be defined as self-organized structures
that have stable relationships between individual participants, aimed at
forming a flexible, adaptive environment that facilitates the
implementation of the process from the birth of an idea to the
development, commercialization, implementation, and support of various
types of innovations. The architecture of the innovation ecosystem
includes corporate partners, research institutes, and leading universities, as
well as specialized government structures. The species diversity of
ecosystems is related to the fact that they can have a different number of
participants, the scale of territory coverage, architecture, and cooperation
models.

The ability to identify risks and control their possible occurrence is
considered important when implementing innovative activities.
Ecosystem risk management is described as a logical continuous process:
identifying risks, selecting an appropriate risk response strategy, and
monitoring results. Companies assume the risks associated with
developing and commercializing new products and technologies.

One of the areas of risk mitigation for the innovation ecosystem is
the creation of an appropriate platform for interaction. The innovation
platform for the ecosystem is a connecting link between specialized
enterprises and research and innovation firms. The platform's business
strategy differs from traditional rules. The innovative platform
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accumulates innovative resources, including technological, informational,
and financial resources and specific services in the field of law,
marketing, creation of distribution channels, etc.

Further research seeks to involve modern digital adaptation
strategies in innovative ecosystems. Digital transformation of business
processes requires ecosystems to quickly respond to dynamic changes in
market activity. Modeling of innovative development of ecosystems
should be based on a risk-oriented approach.
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